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1
Decision/action requested

This contribution proposes text for the UUAA procedure for the UAS TS.
2
References

None
3
Rationale

This contribution provides text on UUAA procedure for the UAS TS. The proposed text tries to keep the mount of specification down to avoid repetition of text that in SA2 specification and hence reduce the need to keep making changes to stay aligned with SA2 specification. The text covers a general introduction the UUAA procedure, a description of the UUAA procedure in the general case (i.e. not deal about how it fits into the various procedures as that is covered by the SA2 specification), details of re-authentication and revocation (again the text in these last two cases focus on the security aspects only). 
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TS 33.256.
**** START OF CHANGES ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[aa]
3GPP TS 33.256: "Support of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking; Stage 2".
**** NEXT CHANGE ****

5.X 
UAV USS authentication and authorization
5.X.1
General
The UAV USS authentication and authorization (UUAA) is the procedure to ensure that the UAV can be authenticated and authorised by a USS before the connectivity for UAS services is enabled.
The UUAA can be run at various times, e.g. PDN or PDU session establishment (see TS 23.256 [aa] for more details), and follows the same procedures each time except that different network nodes are involved in carrying the information transparently between the UAV and USS depending on the case. The actual authentication methods and information that needs to be sent to perform the UUAA are out of scope of the 3GPP specifications.
On successful completion of a UUAA, the USS can send security information in the UUAA Authorization Payload to the UAV. The contents of that security information are out of scope of the 3GPP specifications.
The UAS can also request a re-authentication of the UAV and can also revoke the authorisation of a UAV. 

The procedures to perform UUAA, re-authentication and revocation of the authorisation are described in the following clauses. 

5.X.2
UUAA procedure
This clause contains a description of the UUAA procedure which is shown in figure 5.X.2-1. The description is generic in the sense that it can be used for the all possible use cases of UUAA, i.e. triggered by either the AMF or SMF when connected to 5GC or the SMF when connected to EPC. The main differences across the use cases are the procedures that triggers the UUAA and the messages that carry the Auth Message and UAA Authorization Payload between the AMF/SMF and UE. The details are provided in TS 23.256 [aa].
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Figure 5.X.2-1: UUAA procedure
The procedure proceeds as follows: 
Step 0: The UE is either registering to 5GS, performing a PDU Session Establishment/Modification procedure or performing a PDN Connection Establishment/Modification procedure.
Step 1: The AMF (in case of registering to 5G) or the SMF (in all other cases) determines if it is necessary to trigger the UAA procedure. 
Step 2a: The AMF/SMF invokes Nnef_Auth_Req service operation that shall include the GPSI and the CAA-Level UAV ID. The AMF/SMF may include other information in the request (see TS 23.256 [aa]).

Step 2b: UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address. Only authorised USS shall be used in order to ensure only legitimate entities can provide authorisation for UAVs. The UAS NF shall send the GPSI and CAA-level to the USS in the Authentication Response message. Other information may be included in this message (see TS 23.256 [aa]).
Step 3a to Step 3f: These steps may be run zero, one or multiple times depending on the number of roundtrips needed to authenticate the UE. The USS generates an Auth Message that is sent to the UE via the UAS NF, AMF/SMF and other network entities. The Auth Message is carried transparently from the USS to the UE. The UE responds with its own Auth Message and this information is carried transparently from the UE to the USS in steps 3d to 3f. 
NOTE 1: The method used to authenticate the UE and the content of Auth Message are out of scope of 3GPP. 
Steps 4a to 4c: Once the USS has successfully authenticated the UE, the USS shall generate the UUAA Authorization Payload which contains application layer information for UAV consumption. The UUAA Authorization Payload may include security information. The UUAA Authorization Payload shall be sent to the UE in steps 4a to 4c and done transparently to the intervening nodes. 
NOTE 2: The contents of the security information are not in scope of 3GPP. 
5.X.3
Re-authentication of the UAV
This clause contains a description of the re-authentication procedure which is shown in figure 5.X.3-1
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Figure 5.X.3-1: Re-authentication procedure
The procedure proceeds as follows: 
Step 0: After a successful UUAA, the UAS NF stores the UE context.

Step 1: The USS determines that a re-authentication is needed. The USS shall send a Re-auth Request message to the UAS NF including the GPSI and the Auth Message. 

Step 2a and Step 2b. The UAS NAF uses the stored UE context to locate the correct AMF or SMF. The UAS NAF sends a re-authentication request including GPSI and Auth Message to the AMF or SMF. The AMF/SMF acknowledges receipt of the re-authentication request.
Step 3. The UAS NF responds to the USS that the re-authentication request has been successfully initiated.

Step 4: If the UE is in Idle, the AMF/SMF moves the UE into connected mode. The re-authentication then follows step 3c to step 4c of the authentication procedure in clause 5.X.2 (with multiple steps 3a to 3f allowed).
5.X.4
Revocation of the UAV authorisation 

The revocation procedure for UUAA is given in clause 5.2.7 of TS 23.256 [aa]. Before requesting the AMF or SMF to initiate the revocation, the UAS NF shall ensure that the USS requesting the revocation is the one that authorised the UE. 
**** END OF CHANGES ****
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